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Agenda

Evolving Threats

— Operating System

— Application

— User Generated Content

JPL’s Application Security Program

Securing Web applications
- Common vulnerabilities

- Prevention techniques

- Security testing tools

Summary



10 Years ago...

* Operating System Attacks
— Direct attacks
— Buffer Overflow
— Denial of Service

= Mitigation
— System administrators got quicker at patch
management
— Vendors started releasing fixes quicker

— Firewalls had better protection



3 years ago...

* Application Threats
— Hackers moved up a level from OS to Application

— Directed attacks against
« SSH
« Apache web servers
« SQL database servers

= Mitigation
— SA’s got quicker at patch management
— Vendors started releasing fixes quicker
— Firewalls had better protection

— |IT Sec started scanning applications not just 4
operating systems



Today...

» User Content Threats

— Hackers moved up one more level from application
itself to content within the application

— Attacking User Content

— User generated code
« SQL injection, Cross Site Scripting

— Neither SA’s nor vendors know how to fix user
code
= Mitigation
— Help user become security aware
— Security in the Lifecycle
— Scan code



Problem:

— In 2008, 49% of the
JPL security
Incidents involved
application
vulnerabilities (shown
in red).

Half of the Security Incidents involved
Applications
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JPL s Application Security Program

= App Security Registry

= Scanning Tools

= Security in Lifecycle

= Training & Awareness

= Security Guidelines




JPL Application Security Program

» Security Guidelines
— Programming languages
 PERL, ColdFusion, Java
— Security checklists

* Training & Awareness

— Developer training courses
« Web Application Security
* Online AppSec Training tutorials

— Quarterly Application Security Newsletter



Application Security Program

* Security in Lifecycle
— |IT Security checklist
— Security process

* Security Scanning tools

— AppScan
* Web application testing
 Static source code analysis
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Application Security Program

* Application Security Registry
— Inventory of applications

— Technical information about applications for security
purposes

— ldentifies responsible personnel for each application
In the inventory
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Common Web Vulnerabilities

* Open Web Application Security Project
(OWASP) Top 10 list

— ldentifies the most common vulnerabilities

* Top Vulnerability categories
— Injection flaws
— Cross site scripting flaws
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Injection Flaws

* Allows attackers to execute malicious code
through a web application or other system

— Access to OS via shell commands

— Access to backend Database through SQL
« SQL Injection
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Injection Flaws

* SQL Injection
— Application receives input from a user
— Input is sent as part of a database query

— Allows malicious users to execute commands on
the database

= QOccurs due to:
- Improper input validation
- Over privileged database logins
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Potential Effects of SQL Injection

* Complete access to database
* Bypass authentication controls

» Potential command line access from database
machine
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SQL Injection Example

* Vulnerable Query:
— SELECT user FROM Users where loginName =
" $User’ and LoginPassword = * $Password’

* Injected Query:
— Attacker Input: $Password=“"OR 1 =1 --

— SELECT user FROM Users where loginName =
“ jsmith” and LoginPassword = ‘Demo1234 ‘ OR 1 =1 --
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SQL Injection Example

ﬂ! Altoro Mutual: Online Banking Login - Mozilla Firefox: IBM Edition =Jokd

Ble Edit \ew Higlory Bookmarks Tools Help

@ . v (‘J /|\ 49 | L http: /fvesw. altocomutual, com bank fogin, aspx v @ ;GI’

n In | Contact Uz | Esedback carc . ==s
_Ali)ro!\/\utual ﬂ@u LA STre
= MW oNLY

™ ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL

PERSONAL

< Dagosk Product Online Banking Login
e Chacking

SELECT true FROM users
WHERE username =" js it AND password = 'pemo1234’

Injected Query:
Attacker’ s extra input to password: ‘OR 1 = 1
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QL Injection Example

J ﬂ Altoro Mutual: Online Banking Home | :

@ro!\/\utual ) 3

Sign Off | Contact Us | Feedback | Searchl Go |

= MY ACCOUNT

PERSONAL SMALL BUSINESS

| INSIDE ALTORO MUTUAL

I WANTTO...

View Account Summary
View Recent Transactions

Transfer Funds
® Search News Articles
Customize Site Language

ADMINISTRATION

* View Application Values
e Edit Users

Hello Admin User

Welcome to Altoro Mutual Online.

View Account Details: I vI GO I

Privacy Policy | Security Statement

@ 2011 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application vulnerabilities and website

defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either

Application vulnerable to SQL injection
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Preventing SQL Injection

Use parameterized queries
Use input validation
Use low privileged accounts

Limit error messages
OWASP SQL Injection Prevention Cheat Sheet
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Testing Tools for SQL Injection

= SQL |njeCt Me vt @ s e
— Firefox add on

SQL Inject Me =<

SQL Inject Me

SQL Inject Me lets you test the page vou're viewing For SQL Injection
vulnerabilities.

Each tab represents a Form on the page and lists all the Fields. Just Fill in good
walues For all the Fields and mark which ones are to be tested {they will

. become vellow) then click either "Test with all Attacks"” or "Test with Top
Attacks".

Test all Forms with all attacks I
] Test all Forms with top attacks I
- AbSInthe FrmSearchI cmtl
Execute I IRun all tests Ll
— Paros = = - |

ExtSe|
1 OR 1=1
| 1" OR '1'—="1 alue vou want tested = I

1'1

1 EXEC XP_
1 AMND 1=1
1' AMND 1=__.
1 AMND USE...
'; DESC us...
1'1

1" AMND no...
'OR usern...
1 AMND AS. ..
1 UMNIOM &
1 UML)
YoB1%27 ..
o e T 21
[=E o A=1TEC T




Testing tool for SQL Injection

= Absinthe

File Tools Help

Host Information

DB Schema

Download Records
Exploit Type:

Select the type of injection: (8 Blind Injection (C/ Error Based

Select The Target Database:

PostgreSQL

Connection:

Target URL: http:// Iinternal.OxSOAorg/—tnummish/squhp

ConnectionMethod:G Get () Post | UseSSL

[~ Comment End of Query [ Append text to end of query

Authentication

[T Use Authentication Name I—

QO Basic O Digest O NTLM  pacepord: I—
Domain: l—

Form Parameters:

Parameters

Name: I—

Cookies

Edit |

Default Value: I— Name |Va|ue | Injectable

id 2 True
[~ Injectable Parameter
[~ TreatValue as String
Add Parameter | Add Cookie
K1l 2]

Remove |

Inttialize Injection




Cross-site scripting (XSS)

* Tricks the browser into executing code

— JavaScript, VBScript, ActiveX, HTML, or Flash can
be injected into a vulnerable application

* Application receives input from the user

* Input is returned back to the user without being
sanitized

23



Potential Effects of XSS

Redirection

Web page contents modified
Scripting commands
Cookies compromised
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XSS Example

J . Altoro Mutual: Search Results

Sign In | Contact Us | Feedback | Searchl Go I

AltoroMutual » —@" 1

4

~

m ONLINE BANKING LOGIN

PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL

PERSONAL

Deposit Product
Checking
Loan Products

e Cards
Investments & Insurance

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
e Cards
Insurance

Retirement

Other Services

INSIDE ALTORO MUTUAL
About Us

Contact Us
Locations

Investor Relations

Press Room

Careers

Search Results

ARC R bl! The page at http://altoromutual.com says

XSS

.

Input String: <SCRIPT>alert(“"XSS")<SCRIPT>
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Preventing XSS

* Filter meta characters, scripting, object tags
— <script> and <object>

* Use encoding
- HTML encode or URL encode

* Detailed information on XSS prevention

- OWASP XSS Prevention Cheat Sheet
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Testing Tool for XSS

» Paros Proxy

altoromutual - Paros
File Edit Yiew Analyse Report Tools Help

Sites |

Request | Response | Trap |

=] Sites
=] http:{ frww, altoromutual.com

] Alerts
=[] Medium
[=1-_] Cross site scripting

#® http:{fwww, altoromutual.comfsearch. aspx?txtSearch=%%3C5C

GET http:/fwww.altoromutual.comisearch.aspx?bdSearch=r HTTP/1.1

Host: www.altoromutual.com

User-Agent: Mozillas5.0 (Windows; U; Windows NT 5.2; en-US; v:1.9.1.19) Gecko/20110420 Firefox3.5.19 { NET CLR 3.5.30729; .NET4.0E)
ccept: textrhtml icationfhtmi+xml, icationixml;g=0.9,**,q=0.8
ccept-Language: en-us,en;q=0.5
ccept-Charset: ISO-8859-1,utf-8,0=0.7 *,0=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: hitp:ivaww.altoromutual.comsbankilogin.aspx

Cookie: ASP.NET_Sessionld=5w1jgh55vmtsuxssrehpygju; amSessionld=12516202060

L Plicy [ x|

[=-Plugin Category

Injection

Information gathering

Client browser Test Name Enabled

SQL Injection Fingerprinting
CRLF injection

Server security

Miscellenous

Cross site scripting without brackets
Parameter tampering

SQL Injection

MS SQL Injection Enumeration

A | o

IRaw Yiew A ]
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Summary

* Changes in threats require keeping pace with
changes

* Secure web applications by
— Fixing common web vulnerabilities
— Using prevention techniques
— Using security testing tools
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Resources

Open Source Web Application Security Project (OWASP)

— http://www.owasp.org

SQL Injection Cheat Sheet

https://www.owasp.org/index.php/SQL Injection Prevention Cheat Sheet

XSS Cheat Sheet

— https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting
%29 Prevention_Cheat_Sheet

Tools

— Paros
* http://www.parosproxy.org/download.shtml

— SQL Injectme

» https://addons.mozilla.org/en-US/firefox/addon/sql-inject-me/

— Absinthe

» http://www.0x90.org/releases/absinthe/
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QUESTIONS?
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